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Cyber-Physical Systems

Deeply integrating
computation, communication, and control

into physical systems

Physical = some tangible, physical device or system + environment
Cyber = computational + communication



Application domains: Energy

* Smart buildings.
* Energy-efficient
operation.

* Smart homes. * Reliable and resilient
* EV charging/solar electricity grid.
rooftops * Micro grids.



Application domains: Healthcare + Biomedical

WIRELESS IMPLANTABLE MEDICAL DEVICES

* Electronic patient
record management.

* In home healthcare
delivery.

Health and well being Safety, and security of
monitoring devices. medical devices and heath
management systems.



Application domains: Critical Infrastructure

* Water & waste management. Structural health Utility infrastructure- Gas,
* Storm-water/flood control. monitoring Electricity, Steam.



Application domains: ... and many more

Industrial Control

Manufacturing

Agriculture



Characteristics of CPS

* Pervasive computation, sensing and
control

* Networked at multi- and extreme
scales

* Dynamically reorganizing/
reconfiguring

* High degrees of automation

* Dependable operation with potential
requirements for high assurance of
reliability, safety, security and usability

* With / without human in-the-loop

* Conventional and unconventional
substrates / platforms



Energy CPS Medical CPS Automotive CPS




Application of Al and DS
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Semester 1

S. Title LTP Credits
No
1 Mathematics for Intelligence Systems 301 3
1
2 Computational Thinking, programming 202 3
and Problem Solving
3 EOC-1 202 3
= Foundations of Electrical and 202 3
Electronics
Engineering
5 Mastery over mind 102 2
6 Amrita Value Program 1 100 1
7 Introduction to Cyber Physical Systems 302 3
and Control Theory
8 Technical Communication 203 3
9 Micro Credential Course Set 1 4
Total 25




Semester 2

Title Credits
1 Mathematics for Intelligent System 2 202 3
2 Introduction to data structures and 202 3
algorithms
3 Database Management Systems 202 3
4 Introduction to Al and ML 201 2
5 EOC — 2 (Assembly Programming) 202 3
6 Introduction to Control Theory 2 202 2
7 Amrita Value Program 100 1
(Insights into Indian Arts and
Literature)
8 User Interface Design 102 2
9 Micro Credential Course Set 2 4
Total 23




Semester 3

Credit
1 Mathematics for Intelligent System 3 202 3
2 Robotics for CPS 3
3 Introduction to Computer Networks 3
4 Software-Defined Communications 3
Systems
5 Foundations of Indian Heritage 2
6 Life Skills for Engineers 1 2
7 Cyber Physical System Design and 3
Implementations
8 Micro Credential Course Set 3 4
Total 23




Semester 4

Title
1 Mathematics for Intelligent System 4 3
2 loT (Sensing and Actuations) 3
3 Deep Learning signal and Image 4
Processing

4 Bigdata Ma nagement Systems 3
5 Operating System 3
6 High-Performance and Cloud Computing 3
7 Glimpses of Glorious India 2
8 Life Skills for Engineers I 2
9 Micro Credential Course Set 4 4

Total 27




Semester 5

Title

1 Mathematics for Intelligent System 5 3
2 Elective -1 3
3 Elective - 2 3
4 Reinforcement Learning 3
> Free Electives (Glimpses of Indian 2
Economy and Polity)

6 Life Skills for Engineers llI 2
7 Micro Credential Course Set 5 4

Total 20




Semester 6

Title Credits

S.N

O

Mathematics for Intelligent System 6
Elective 3

Elective 4

Elective 5

Life Skills for Engineers IV

Advanced Reinforcement Learning
Micro Credential Course Set 6

N[Oy B WIN =
PRlWINWIWW]|W

Total 21




Semester 7

Credits

1 Free Elective -1 3
2 Free Elective -2 3
3 Environment Science P/F
4 Indian Constitution P/F
5 Project Phase 1 s

Total 11

Semester 8

1 Project Phase |l 10

Total 10




Pedagogy

Theory in Forenoon session

Computational/Practical Lab in the Afternoon

Project Oriented

Additional Micro credential Courses in each
Semester by Industry experts



Micro-credential Courses

Semester 1

Ecommerce and supporting technologies
Number theory for RSA algorithm
Computational discovery in Jupyter
Introduction to Linux

Semester 2

Introduction to Java with Cryptography

AES, ECC and hashing algorithms
Introduction to OOP

Introduction to Javascript — Playing with Chaos
Semester 3

Introduction to UML & Design patterns in Java
Introduction to Blockchain technology
Introduction to TinyML

Introduction to ReactJS

Semester 4

Swift and Kotlin

Introduction to malware & malware analysis
Embedded Systems

Introduction to smart grid and security
Semester 5

Quantum Computing — Fundamentals
Quantum Machine Learning

Quantum Cryptography

Introduction to smart city
Semester 6

Water marking & steganography
Database / OS security

Ethical hacking & VAPT

Application and Web application security

19



This course: Learning objectives

R Modeling

principles

Tools &
implementation
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The future belongs to those who learn more
Skills and combine them in creative ways.



Learning objectives
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Expert o
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The future belongs to those who learn more
Skills and combine them in creative ways.
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Impact of Al in Education



What is Al ?— Different Perspectives

Perspective-1: Human-Like Reasoning

“The theory and development of computer systems that are able to perform tasks normally requiring human intelligence
such as, visual perception, speech recognition, learning, decision-making, and natural language processing.”

Perspective-2: An Algorithm that Pursues a Goal

“Any computational method that is made to act independently towards a goal based on inferences from theory or
patterns in data

Perspective -3: Intelligence Augmentation
“Augmented intelligence is a design pattern for a human-centered partnership model of people and artificial intelligence

(Al) working together to enhance cognitive performance, including learning, decision making, and new experiences

Al may enable achieving educational priorities in better ways, at scale, and with lower costs.
https://www.ed.qgov/sites/ed/files/documents/ai-report/ai-report.pdf



https://www.ed.gov/sites/ed/files/documents/ai-report/ai-report.pdf

Al should be made to assist in

Personalized learning,
Project-based learning,
learning from visualizations, simulations, and virtual reality,

learning across school, community, and familial settings



TWO INDUSTRIES FACING
IMMEDIATE DISRUPTION

Education and HealthCare

Early 2024 prediction. US will dominate



China gave
Deep Shock to US and us

@' cdeepseek



Impact in India



Ayushi.Guptal
@timesofindia.com

orevampthecoreenginee-
ring branches and enhan-
ce their value by integra-
ting Artificial Intelligence (Al)
technology, the All India Council
for Technical Education (AICTE)
has planned torevise the curricu-
lum soon. The tweaked curricu-
lum will have Al included as in-
terdisciplinary modules to emp-
hasise Al applications specific to
various domains, by understan-
ding its ethical considerations
and innovative practices.

To build a future-ready work-
force, the AICET has dedicated
2025 as the Year of Artificial Intel-
ligence. Prof TG Sitharam, chair-
man, AICTE, says, “The AICTE
plans to integrate Al into the cur-
riculum of core engineering bran-
ches as interdisciplinary modu-
les. The AICTE has already initia-
ted the process by incorporating

Al elements into the newly
launched Electrical Enginee-
ring undergraduate curricu-
lum, considering it as a model
for further integrations across
other core engineering bran-
ches. The comprehensive rollo-
ut of updated curricula for all

branches is expected in 2025."

Meanwhile, the council also
plans to launch certain schemes
to help colleges in the implemen-
tation and inclusion of Research
and Development on Al into the
curricula of all engineering bran-
ches, adds Prof Sitharam.

Implementation plan
The AICTE has urged institu-
tions to submit their respective
Al implementation plans, which
will be reviewed by the AICTE
approval bureau, and the top
submissions will be featured as
benchmarks for other institu-
tions. Prof Sitharam, says, “The
AICTE has suggested colleges
toform'AlStudent Chapters'un-
der the nationwide initiative tit-
led ‘Al for All: The Future Begins
Here'. The formation of student-
driven hubs for innovation, and
hosting workshops, hackat-
hons, and guest lectures are so-
me of theinitiatives that colleges
can indulge in. The AICTE will
provide guidelines and resour-
ces for establishing these initia-
tives at institutions, ensuring
their alignment with industry
trends and ethical Al practices.”
B Sathiyabhama, head,
Computer Science and Engine-
ering, Sona College of Techno-

AICTE to integrate Al into curricula of core engg branches

The newly launched Electrical Engineering UG curriculum would be considered a template to be followed by other core branches ‘

ISTOCK

logy in Salem, Tamil Nadu, sa-
ys, “Given our current resour-
ces, we are prioritising Al initi-
atives that leverage existing
infrastructure and expertise.
The institution aims to introdu-
ce short-term certification co-
urseson Al fundamentals forall
engineering disciplines, utili-
sing online platforms and in-
house expertise, establish Al
labs that focus on low-cost ex-
periments and projects, levera-
ging open-source Al fram-
eworks, promote interdiscipli-
nary Al projects that combine
strengths from diverse depart-
ments, collaborate with indust-
ry partners to offer hands-on
training and internships, ensu-
ring students gain practical Al
exposure, and initiate research
on Al applications in niche are-
as including environmental
monitoring in Civil Enginee-
ring and diagnostictools in Bio-
medical Engineering.”



Published on April 29,2025 - InAlFeatures

India’s Education System
IS About to Change
Forever Thanks to Al

The traditional setup—students sitting at desks while a teacher delivers lectures using
a blackboard—will soon become obsolete.

“Right now, disciplines like Al, data science, and
computer science are treated as separate verticals.

True innovation lies in  cross-disciplinary
integration,” Jere added.

vice chairman , AICTE

v

Computing
Al

DS
Common to all



Tamil Nadu to introduce Al,
coding for classes 6-9

starting 2025-2026

The State Council for Educational Research
and Training (SCERT) is in the final stage of
preparing the syllabus with expert inputs
and will soon begin training teachers.

Al and Coding

CBSE 10t std

Projects
Based
Learning

Experiential learning : Anything other
than your experience is not knowledge ,
its only information



Currently what are offered as separate
core Engineering (CSE,EEE,ECE,MECH)
can be easily merged into one

Full spectrum Engineer

Computational Thinking Scientific Thinking Design Thinking

1. Decomposition

2. Pattern Recognition
3. Abstraction

4. Algorithm Design

5. Evaluation

SI OO WO =

. Ask a Question

. Conduct Research 1. Empathize
. Form a Hypothesis 2. Define

. Test the Hypothesis 3. Ideate

. Record & Analyze Data 4. Prototype
. Draw a Conclusion 5. Test

. Communicate Results



Biomedical Engineering and MBBS in 4 years

HUMANITAS =

> Biomedical Engineering

U N |VERSITY | E f:j..:?;‘?l'h'.efﬂhiversity of Hong Kong

6-year degree course in Medicine and
Biomedical Engineering (Italy)

[JS6925] BEng in Biomedical Engineering

(jointly offered by Faculty of Engineering and LKS Faculty of Medicine)

Many IITs into Hybrid Courses



Engineer Physician

Enter the Physicianeers—How They Will Transform Health Care

Roderic lvan Pettigrew, PhD, MD

-the convergence of engineering and medicine will cause disruptive Innovation

and will bring great hope for humanity.



The next Revolution



Coding Assistants

Vibe Coding

Al assisted software development

This approach involves describing project
requirements in plain language to Al
assistants, which then generate code,
troubleshoot issues, and implement features.



* Al agents and Agentic Al ‘are the next big thing in 2025!

AL Agents Agentic AL

Automate simple tasks Make avtonomous
decisions

Coding for automation with Hardware will become a norm

https://medium.com/@elisowski/ai-agents-vs-agentic-ai-whats-the-difference-and-why-does-it-matter-03159ee8c2b4



Decade of Robotics

According to Yann LeCun:

* A New Paradigm of Al Architecture -
Systems that can understand, reason,
and learn from the world around them.

* We are entering the “decade of robotics”
— Al & Robotics come together to solve
problems in real world physical problems
involving interacting with objects and
performing physical tasks.

Robots for High Tech Farming: Robots for Health care, Robotic Tutors,
Robots for manufacturing Ai in text speech and image interaction

https://techcrunch.com/2025/01/23/metas-yann-lecun-predicts-a-new-ai-architectures-paradigm-within-5-years-and-decade-of-robotics/

bz :
Yann LeCun: Meta’s Chief
Al Scientist

Meta’s chief Al scientist
predicts ‘new paradigm of Al
architectures’ within 5 years
and ‘decade of robotics’




NVIDIA Just Changed Robotics Forever With GROOT N1

F@n’%ﬁtf Research S NVIDIA O Google DeepMind

Announcing NVIDIA Isaac GROOT N1
Humanoid Foundation Model

Opensource

A foundation model is an artificial intelligence (Al)
model that is trained on vast datasets, enabling it to
perform a wide range of tasks across various applications.

https://www.youtube.com/watch?v=BFiBZI3nghQ


https://www.bing.com/ck/a?!&&p=80ddaba8325d55391cb4cd3feb8505a438103d1d40f2b02926f261c701a3565bJmltdHM9MTc0MzM3OTIwMA&ptn=3&ver=2&hsh=4&fclid=33525301-3823-6e6f-2580-4671398e6f42&psq=What+is+foundation+model&u=a1aHR0cHM6Ly9lbi53aWtpcGVkaWEub3JnL3dpa2kvRm91bmRhdGlvbl9tb2RlbA&ntb=1
https://www.bing.com/ck/a?!&&p=80ddaba8325d55391cb4cd3feb8505a438103d1d40f2b02926f261c701a3565bJmltdHM9MTc0MzM3OTIwMA&ptn=3&ver=2&hsh=4&fclid=33525301-3823-6e6f-2580-4671398e6f42&psq=What+is+foundation+model&u=a1aHR0cHM6Ly9lbi53aWtpcGVkaWEub3JnL3dpa2kvRm91bmRhdGlvbl9tb2RlbA&ntb=1
https://www.bing.com/ck/a?!&&p=80ddaba8325d55391cb4cd3feb8505a438103d1d40f2b02926f261c701a3565bJmltdHM9MTc0MzM3OTIwMA&ptn=3&ver=2&hsh=4&fclid=33525301-3823-6e6f-2580-4671398e6f42&psq=What+is+foundation+model&u=a1aHR0cHM6Ly9lbi53aWtpcGVkaWEub3JnL3dpa2kvRm91bmRhdGlvbl9tb2RlbA&ntb=1

For a Bright Future of Work,
We Must Get Better at Collaborating With Machines



The Rise of Robotic Doctors and Nurses



Meet Moxie: The world’s most advanced robot that uses safe Al to
boost kids' learning and emotional development.

. Interactive Play-Based Learning: Stories, games, and educational
activities tailored to your kids' needs.

- Emotional Support: Empathy-driven interactions to help kids
express and understand their feelings.

. Social Skills Development: Role-playing and conversational
practice to improve real-life social interactions.

. Parental Dashboard: Track your child’s progress and activities with
ease in the Moxie Robot App.

Supports Up to 4 Kids: Create unigue personalized profiles & track

each kids' progress separately.
| ) 'I- )

-~ moxierobot.com/products/ai-robot



Al demand
Drastic Changes in Pedagogy



The cause of Al revolution is-
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It is not at all reflected in Academics

Al is demanding a complete overhaul



The impact on students and faculty

Both faculty and students must be good at Computing and coding



Computing for Exploration in all subjects

E I B

Level =10
Color 10

j J > ‘ Exit Clear |

LS5ystem ITERATION  IFS

Drawtreel sinh Leafl
—{ T FERNCTTY
Tree2 Bamll STRIANGLE |
i
| Hilbert Barm Castle Wall
Dragon bamn3 |
PGC CoS1 |
Sierpin
PSSS SINT |
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55H ExF |
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NEWTON

Choose level as 10 and color as 10. Then press any button under the heading
Lsystem, Iteration, IFS. Level setting is required only for Lsystem programming




Differentiate Sine function. Verify that it is Cosine function

4 sin(x) = cos(x)

dx

Maths faculty must be extremely good at Scientific Computing
isin(x) _ sin(x + Ax) — sin(x)
dx Ax

Lot us do for 0 < x < 2r Interactive notebooks

1 | | | | | ' % array based programming
clf
0.5 1nc=0.01;

X=0:1nc:2%*pi;
Deltax=0.001;
dfdx=(sin(x+Deltax)-sin(x))/Deltax;
plot(x,sin(x),"green", LineWidth=2); hold on
plot(x,dfdx, "blue”, LineWidth=2) ; hold on
plot([@ 2*pi], [@© @],"red")
1} ylim([-1.1 1.1])

0o 1 2 3 4 5 6 xlabel('x--->")
ylabel('sin(x) and its derivative')

O
o

sin(x) and its derivative
(o]




27
/ sin(x)dx = 0
0

2
/ cos(x)dx =0
0

-0.5

0.5

-0.5

clf

Theta=0:0.01:2%pi;

y=sin(Theta);

IS=sum(y)*9.9h;

X=[ "Integral sum is = ' num2str(round(IS))];
disp(X)

plot(Theta,y,"blue", LineWidth=2) ; hold on
plot([@ 2*pi], [© @],"red")

hold off

Integral sum is = @

Theta=0:0.01:2*p1i;

y=cos(Theta);

IS=sum(y)*0.01;

X=["Integral sum is = ' num2str(round(IS))];
disp(X)

plot(Theta,y,"blue”, LineWidth=2) ; hold on
plot([@ 2*pi], [@ @], "red")

hold off

Integral sum is = ©



Integration (Cumulative Integral) of Sine. Indefinite integral

/ sin(x)dx = —cos(x) + ¢ = /

Integration from 0 to 2xz.

Integration (Cumulative Integral) of Cosine

I=x
/ cos(x)dx = sin(x) + ¢ = / cos(r)dt

i=—00

1

sin(7)dt o5

0.5

-0.5

0

0.5

-1

1.5

delt=0.01;
Theta=0:delt:2*pi;
IS=cumsum(sin(Theta))*delt;

Offset=(max(IS)-min(IS))/2;
% We subtract offset to vary -1 to 1
IS=IS-0ffset;

plot(Theta,IS,"blue"”, LineWidth=2) ;
hold on

0

plot([@ 2*pi], [©@ @],"red")

delt=0.01;

Theta=0:delt:2*pi;
IS=cumsum(cos(Theta))*delt;
plot(Theta, IS, "blue”, LineWidth=2) ;
hold on

plot([@ 2*pi], [© @], "red")
ylim([-1.1] 1.1])



Space station is orbiting the earth

e ’ G=6.7e-11;
o Elliptical orbit mEarth = 5.9742e24;
05} : : : : J rEarth = 6.378e6;
ol dt = 9.25;
n = (92*60 + 50) / dt;
-05F ; % paramters for orbit 402km above earth
Ak t(1) = 0;
x(1) = 0;
i y(1) = rEarth + 402000;
2r vx(1l) = 7706;
25} d vy(1) = 6;
for i=2:n+1
? t(i) = t(i-1) + dt;
-35} ‘ - X(1) = x(i-1) + vx(i-1)*dt;

y(i-1) + vy(i-1)*dt;
R = sgrt(x(i-1)"2+y(i-1)"2);
Ag = G*mEarth/R"2;
vx(i)= vx(i-1) - Ag*(x(i-1))/R*dt;
vy(i)= vy(i-1) - Ag*(y(i-1))/R*dt;
end

Maths and Physics faculty must be extremely good at Scientific Computing olot(x.y)

What happens if speed is increased?



Interactive note books- Linear Algebra

Creating integer square matrix A whose inverse is also integer
valued

This is equivalent to creating an integer matrix with derterminant equals 1

(1 0 0 (1 d e

IfA=|a 1 0, B=|0 1 f|;:C=AB.,then|C|=|A||B|]=1x1=1
b ¢ 1 0 0 1

Here if the elements a,b,c,d,e,f are integers , then, C matrix is integer valued /

¢—

rng(12345); A=randi([-3 3], 3,3); B= A-diag(diag(A));
B=B+eye(3) ; Al=triu(B); A2= tril(B);

AA=AT*A2

disp(det(AA))



Linear Algebra

3x+2y=12
Ax=b 4x+3y =17
. 3 2] [x 2
Vector Interpretation 43 L, = [;_
3 2 12
Vector space x| |+ 3] = |17

Many Al tasks are solved using Linear Algebra



More stress on solving linear equations

Left Inverse and Right Inverse and pseudo inverse
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1. Linear Regression

[P T R 4

MM = o

Regression

1
2
2
3

—-0.5 0 0 0.5
1.25 0.25 0.25 -0.75

|

1
1
1
1
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N N = =2

|

0.5
0.5
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2. Non-Linear Regression

- ~
X1 Yy
Xo Yo




3. Regression for Classification (linearly seperable)

Classification using Multioutput Regression
How to teach classification problem to +2 students
Consider a Binary classification problem.

Class label is changed to 1-hot representation.

Class1 — [1 0]
Class2 — [0 1]

0 1 10
Red data points are class 1 points -1 1 10
—1 0 | |[wn wa 1 0
Blue data points are class 2 points. 0 —I ’W12 wzz] “lo 1]’
oy |o1
Derive a classifier | —1 0 1
N—— v

) 13173
W= (ATA) ATY = [ }

173 =1/3



Regression for all ML tasks

1. Linear Regression
Regression and Neural network

2. Non-linear Regression

/ 3. Linear Classifier
P B I y 4. Non-Linear Classifier (Kernel method, Indirect mapping)
3. Non-Linear Classifier (Kernel method, Explicit Mapping)
\ 6. Finding Differential Equation

p(x) = ¢(Bz)

7. Frequency Estimation

Regression and Robotics

k 8. Inverse Kinematics
y
T O /4 / 9 Neural Tangent Kernel

10. Filter Design

11. CMR decomposition




Pedagogy

Good Morning with Theory

Good Afternoon with
Computational lab preferably
with physical devices



ADALM 1000
ADALM 200C
ADALP200

ADALM PLUT

A i ! A NT
p A , - N\ .
. w = =)
o< { e - { <
g N I
- o ¢ ad .
------- o ¥ 7

s o i - K7 T AN (
AN

------- Sy .
‘A('. 2 (/'
X /
// N /
“\ \ / / 7 -'\)"'/
—, 2 7/
/

Electronics faculty must be extremely good at Scientific Computing and hardware interfacing



https://wiki.analog.com/university/tools/adalp2000/parts-index

https://zspace.com/

a

Learning subjects faster AR-VR Lab

Suitable for many biological , medical and Engineering subjects

https://zspace.com/technology Biology faculty must be extremely good at use of AR and VR + Computing ©°



Desktop DNA/RNA Sequencer

Oxford Nanopore
Sequencer

Can Large Language Models Predict Antimicrobial Resistance Gene?

Hyunwoo Yoo. Drexel University
March 2025

This study demonstrates that generative large language models
can be utilized in a more flexible manner for DNA sequence

analysis and classification tasks compared to traditional
transformer encoder-based models

Biology faculty must be extremely good at Computing



Spiral Learning of Maths, ML,DL
Scientific Computing

Al with Hardware



Evaluation
Daily/weekly automated evaluation

50% weightage for Projects



For absorbing emerging developments

we offer
Micro-Credential Courses
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